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Washington, D.C. 20535 


August 30, 2018 


MR. JOHN GREENEWALD JR. 
SUITE 1203 

27305 WEST LIVE OAK ROAD 
CASTAIC, CA 91384 


FOIPA Request No.: 1298176-000 
Subject: Cryptome.org 


Dear Mr. Greenewald: 


The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States 
Code, Section 552. Deletions have been made to protect information which is exempt from disclosure, with the 
appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are 
marked below and explained on the enclosed Explanation of Exemptions: 











Section 552 Section 552a 
Iv. (b)(1) F (b)(7)(A) l (d)(5) 
l (b)(2) l (6)(7)(B) [ (2) 
M (b)(3) M (b)(7)(C) F (K0) 
42 USC 2011 M (b)(7)(D) 1 (2) 
42 USC 2168(a)(1)(C)--FRD iv (b)(7)(E) T Ua) 
50 USC 3024(i)(1) [ (6)(7)(F) 1 (4) 
C (b)(4) l (b)(8) [ (Q5) 
l (b)(5) 1 (b)(9) E (966) 
M (b)(6) (KM) 


119 preprocessed pages are enclosed. To expedite requests, preprocessed packages are released the 
same way they were originally processed. Documents or information originating with other Government agencies 
that were originally referred to that agency were not referred as part of this release. This material is being provided 
to you at no charge. 


In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act 
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the 
existence of your subject's name on any watch lists. 


For your information, Congress excluded three discrete categories of law enforcement and national security 
records from the requirements of the FOIA. See 5 U.S. C. $ 552(c) (2006 & Supp. IV (2010). This response is 
limited to those records that are subject to the requirements of the FOIA. This is a standard notification that is given 
to all our requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for 
your information is a copy of the Explanation of Exemptions. 


For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.” 
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all 
correspondence concerning your request. Your patience is appreciated. 


You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you 
may submit an appeal through OIP's FOlAonline portal by creating an account on the following web 
site: https://foiaonline.regulations.gov/foia/action/public/home. Your appeal must be postmarked or electronically 
transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you submit your 
appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.” 
Please cite the FOIPA Request Number assigned to your request so that it may be easily identified. 


You may seek dispute resolution services by contacting the Office of Government Information Services 
(OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI's FOIA Public 
Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution correspondence by email, the 
subject heading should clearly state “Dispute Resolution Services.” Please also cite the FOIPA Request Number 
assigned to your request so that it may be easily identified. 


Sincerely, 
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David M. Hardy 

Section Chief 
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Dissemination Section 

Records Management Division 
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EXPLANATION OF EXEMPTIONS 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 


(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 


related solely to the internal personnel rules and practices of an agency; 


specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 
to particular types of matters to be withheld; 


trade secrets and commercial or financial information obtained from a person and privileged or confidential; 


inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 
the agency; 


personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 


records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair 
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could 
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 


contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 


geological and geophysical information and data, including maps, concerning wells. 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 
information compiled in reasonable anticipation of a civil action proceeding; 


material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 
or apprehend criminals; 


information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 
for example, information involving intelligence sources or methods; 


investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be 
held in confidence; 


material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 
the authority of Title 18, United States Code, Section 3056; 


required by statute to be maintained and used solely as statistical records; 
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 


information pursuant to a promise that his/her identity would be held in confidence; 


testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he 
release of which would compromise the testing or examination process; 


material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who 
furnished the material pursuant to a promise that his/her identity would be held in confidence. 
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To: New York Attn: SA 
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Title: pr 


Synopsis: To request LHMs un background information on 


the internet site www.cr m and its registrant suitable 
. fox passage to the 


Details: For the information of FBIHO and New York Office, the 
is investigating the 


publication of information which is likely to be of use to 
terrorists, contrary to 


The internet site www.cryptome. aa has published 
ersonal details (home address and photogra of former | 













the website alleges that 
and was involved in 
has a well-founded fear that he may be the subject of a revenge 


terrorist murder attack. 








notes that SA 






background information 
cryptome.org. 


Accordingly, New York Office and F Cyber Division 
are requested to note the above concerns of and provide 


with LHMs suitable for dissemination to 


NN cryptome . wpd MEN e 


DI-1 


Cyber Attn: Intexnatl. Inv. Support Unit 
International Operations Attn: RT 10-1 
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LEAD (s): 


Set Lead 1: (Action) 


NEW. YORK 
AT NEW YORK 


Provide Legat with an LHM suitable for 
dissemination to re already existing background 
information / intermgemee on[ — —— —— ] 


cryptome.org. 


Set Lead 2: (Action) 
CYBER 

AT WASHINGTON, D.C. 

Provide Legat 


dissemination to 
intelligence on 
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xe background information / 
cryptome.org. 
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U.S. Department of Justice 


Federal Bureau of Investigation 








In Reply, Please Refer to 


FENG 26 Federal Plaza LIE 
New York, New York 


<Ò Novembex 8, 2004 


CRYPTOME.ORG . 
INFORMATION CONCERNING 


In early 2003, Federal Bureau of Investigation (FBI) 
Special Agents assigned to the FBI's New York Office interviewed 








b6 
b7C 
CRYPTOME.ORG). 
The website contains information and satellite photos 
of ANDREWS AIR FORCE BASE, detailed plans of AIR FORCE ONE, and 
various other information that could potentially be used to 
commit terrorist acts. Although the information on the website is 
information which is available to the public, an interview was 
conducted to determine any potential links to terrorist groups or 
activities. 
was interviewed at his residence, after numerous 
attempts to contact him. 
b6 
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During the interview, advised that he was going 
b6 
b7C 





mmm... asked to contact the FBI in the event that he 


had any information pertaining to terrorism or threats to 
national security. 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the 


FBI and is loaned to your agency; it and its contents are not to be distributed outside your agency. ba 
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| | This is in response to the 5 October 2004 letter to the Office of the Legal Attache from T 
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| Enclose please find a memorandum from the FBI's New York Office which details an si 

| interview Å hy FBI Special Agents. b7C 


The FBI trusts this is responsive to your request, as the FBI always looks forward to 
assisting[ — | b7D 
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9 April 2005 





| [The following information is provided to the 


intelligence purposes only, and may not be disseminated outside your agency nor used in any 
legal proceedings. 





The internet site www,cryptome.org has been the subject of much interest. For example, 


enclosed is a copy of an 8 November 2004 memorandum prepared by the FBI's New York Office 
which was provided upon r Additionally, when 
interviewed by the FBI 
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It is noted that this arrest information is based 


only on name and date of birth; therefore absent a fingerprint comparison this information. 
cannot be considered conclusive. 


| The Office of the Legal Attaché shares your concem for the safety of your personnel and 
; hopes this information i ot — — — — 
Sincerely 


For: 
Legal Attaché 
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Sent: Thursday, April 07, 2005 10:01 AM b7C 
To: HQ Div13 SIOC ' 
Subject: 


04/07/2005 


TO: 
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FROM: © Jew 
Please run NCIC and CCH Triple I checks oaol | | b6 
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E results, mank yon b7D 
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(U) SANDIA NATIONAL LABORATORIES: 
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(1) Enclosure(s): (SRD) Report authored by POE po Par Fer 
SNL, dated 09/27/2004 titled "Review of Cryptome Eyeba 


Series." 
(Y) One three page document titled "Cryptome Eyeball 
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(U) Based upon the above referenced meeting, SNL A i 
did not open an investigation. As neither SNL or bb PEL Dog 


eemed an investigation to be appropriate, FBI AO did not 


i Ç ; b7E Per FBI 
initiate an investigation into this matter. 
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To: Counterintelligence From: Albuquerque 
RE: (0)  —64A-AQ-C58330, 11/04/2004 


LEAD (s): 
Set Lead 1: (Discretionary) 
COUNTERINTELLIGENCE 
AT WASHINGTON, DC 


(U) Information provided for whatever use CD-3D 
deems appropriate. 
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Review of Cryptome Eyeball Series (U) 


Summary B \ 


(9 | 5 7314 


b3 Pen 
Most of the discussion includes open source DOE 
material and other discussion ts speculation based on what is visible from the 

acrial photos. Any specific information was provided by Sandia publications. 










lo! Per DoD 
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Background 





Å review was conducted of the information distributed through the web site titled 
Cryptome Eyeball Series. This website includes a menu of 252 facilities that can be used 
to access maps, aerial photos, and detailed information for each facility. The list of 
facilities includes national critical infrastructure sites such as specific dams, airports, gas 
facilities, power transmission, as well as embassies, military support facilities, weapon 
depots, nuclear facilities, Intel complexes, military bases, homes and travel routes of 
specific US political figures, Homeland Security buildings, and some British sites 
(military and Intel). The general format for each site report includes a request for reader 
input of information, site descriptions and history, referral to other available web sites on 
the topic, maps, and aerial photographs with USGS coordinates for each photograph. 


This is an exact copy: 9/28/04:00030:dm 
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(u) Titler (SEXKET) CRYPTOME 





(d) Synopsis: (SEØGET) Outline investigative strategy for 
i Cryptome investigation. 
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GOALS: 


(WD (ser) instant matter is a priority Cyber 
investigation in support of the International Terrorism 
program. The overall goal of this investigation is to identify 
any potential threats t by terrorists groups. In b7E Per FBI 
the event a potential threat is identified, Albuquerque 
Division in association with its investigative partners in this 
investigation plan to reduce the potential threat {s}. In 
furtherance of same, the Albuquerque Division plans to seek the 
following information concerning Cryptome: 
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OCL/SNL uses à proprietary software tool to i ARTE 
à web applications that are used to view the Sandia 
| Laboratory website as distinguished from 
web surf applications. 
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(3) (SERRET) 2. Initial investigation -by i 
Albuquerque Division determined that 









































Cyrptome website. Albuquerque will further bb PER 
identi fy and conduct further investigation into puc FET 
It is unknown if enjøys affiliation, if any, with 
organizations antithetical to American security interests or 
support of terrorist groups. Y 
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Office which may have asset coverage 
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j OÏ ACS revealed no entries for Cryptome as a subject of 
FRI investigation. 
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P Page 1 of 1 


— aen 
m [rep Bm 


b7C 
Subject: Sandia Case Meeting Tomorrow. 
Importance: High 


=i 





b6 per FBI, DOE 
b7C per FBI 


Please plan to join H ee National Lab and 
myself for a quick breakfast meeting at 7:30 am tomorrow a 


eck's Restaurant located on Louisisan Blvd, just 
South of Montgomery Blvd. We'll discuss a new, innovative case - a joint op with Sandia. 





bl per FBI 
b3 
Thanks and all the best, 


RAM 


























CLASSIFIED BY: MSICC C 7 
BEASON. 


e b6 Per FBI 
DELLASSIEV QU: 12-31-2026 TM 
DATE. 09-25-2016 

















ALL INFOBMEATION CONTAIHES 
HEBEIN i9 UN LASSIPIED Ex Eri 
WHERE SHOWN CIBER WISE 


b7E per FBI 


| på 
11/9/2004 
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0 e 


[Je e 
To: L 49) (FBb 





cs [leo aen — 
Sidet Cyber Squad Meeting With SNL-OCI |] DIR per FEI 


L El 


rus | Å ==" and myself met with SNL-0CI | his morning 
== 









































181 concerning the Cryptome matter. End | had previously met on this issue. Today's was an excellent meeting 
that focused on our respective investigative goals and objectives, investigative strategy as well as pending 
I) intelligence reduirements. Afterwards, SA met with in order to facilitate her clearances to be 
'  pased to SNL. We äré planning to have both SAs meet with alvsts sometime next week in furtherance 
ofthis newl ]matter. Lastly, | plan to have SAL Jenroll in 
HL JT am pleased to provide you and/or the SAC with a complete briefing of our investigative goals and 
strategy at your convenience. Afterwards, I will bef | 
bl per FBI, DOE 
All the best, b3 per FBI 
bé per FBI, DOE 
RAM b7C per FBI 
b7E per FBI 
FRI INFO. 
CLASS LH Hr. NSIUG b6 Per FBI 
REASON: 1.1 (C) [ |] b7C 


DELLASSIEY CN. 12-31-2022 
DATE: 09-28-2016 

















SEGRET 


11/10/2004 


b7E per FBI 


—a 









LHM, wpd e i 6 
| BESRZI 


U.S. Department of Justice 





Federal Bureau of Investigation 


Washington, D. C. 20535-0001 


December 2, 2004 


(U) NOTICE OF INITIATION OF 


b7E per FBI 


Non-USPER 


(o på Subject(s) Name: Unknown 


«HIV bl per FBI 
m TT S 
[iii PY Field office AQ b7E 





FRI INFO 


CLASSIZIEQD BY halle [ | b7E per FBI 
SEASON 14 (ci 
































b6 
DECLAZSIZY CU. 12-31-2025 b7C 





Unknown Subject (s) 









bl per FBI 
b3 
b7E 





bl per DOE 
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IT) Title: J€) CRYPTOME; 


Synopsis: FE Request to open Jin 
[T] OK Reg 


Albuquerque. 


{Bp RK Deriv om : G-3 
Declassi n: X1 


m. Enclosure(s): Te) LHM dated 12/02/2004 regarding captioned 
(U) matter. 


b7E per FBI 


bi per DOE 
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EBI IHFDBHATIUM OUL: 
DELLASSIEI Bi. Moli I ] b7E per FBI 
DH 09-25-2016 


b6 


( b7C 
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bi per FBI 


b6 
b7C 





All the best, _ 


RAM | 


! 
| CLASSIZIED Br. NSICG Li |] 
REASOM: 1.4 (Cj 


DELLASSISY EN. 12-31-2030 
DATE. 09-25-2016 








ALL INFORMATION CON 


HEREIN IS UNC. 





AINEL 





ASS 














dl EXCEPT 
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bl per FBI 
b3 
b6 
b7C 
b7E 


b7E per FBI 


a e e 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/18/2005 


To: Albuquerque Attn: ST E] 


From: Albuquerque 


Drafted By: cm 
Case ID d: DS. 
ORT Pending 
CRYPTOME 


IE "Synopsis: ` ( — Ta etogep ——T——@ case. 


in X — G-3 
Declassi : 01/18/2030 





participated in a meeting 


























BEASON 1.4 iC. 


DECLASSIEY ON: 12-31-2050 BESRET. 
DATE: 09-25-2016 

















ALL INFORMATION -CHTAINEO 
HEREIN [5 UHLLASSIFIED EXCEPT 
WHERE SOUS SCISERNISE 





b6 per FBI 
b7C 
b7E 


bl per FBI 


b7E 


bl per FBI 
b3 
b6 
b7C 


bl per FBI 
b3 
b6 
b7C 
b7E 


yw 








To: 
Re: 


Alb 
(S) 


closed. 


e 
eS 


DERT. 


Albuquerque 
01/18/2005 





bl per FBI 
b3 
b7E 





ALL INFORMATION CONTAINED 
REREIN [5 UR CLASSI i 
DATE 03-29-2012 EY 
(This påge only 





bé per FBI 


BIG 
— b7E 





x * 





ALL INFORMATION CONIAINES 
BEREIM La UNLLASSIFIES 


DATE 05-21-2012 s 7 b6 Per FBI 
b7C 





[ 1] 2]igles | md 
j | b7C 
Sox cal (QR 
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To: Cyber Attn: SSA 
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Approved By: de 
Drafted By: 
IU) Case ID #: (SESRET [07777] (Pending) \0 Hi per FBI 
ur Title: (SØKET) CRYPTOME | 
b sa DHS 
AS) 


ATT {53 DRET) Deriv r s G-3 
m Siere X1 


(8) 


bl per DOE, DHS 
b6 per FBI 
Ib7C per FBI 
b7E per FBI 
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DEL LASS DO BY: HSICG | |] 3 EN b6 Per FBI 



































~ ON 09-25-2016 b7C 


| SECRET/NOFORN 
To: Cyber From: Albuquerque 
(Re: (sært) [ — —— — — ] 02/17/2005 ma E 


bi per DOE, DHS 
b6 per FBI 
| b7C per FBI 
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SAC STEPHENS å 
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C ]Jaasn ser _ Aao 











NI b6 per FBI 
(WO o) b7C 
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FEDERAL BUREAU OF INVESTIGATION 
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From: Albuquerque 
Contact: SSA b6 per FBI 
b7C 


approved By: [| | i 


Drafted By: 


















IT}-Case-ID #: (SECRET) (Pending) A b7E per FBI 
7 IU) - Titler (SECRET) 
\ (U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON(S) WITH ROLE 
{I} bl per FBI, DOE 
b3 per FBI 
D III eee ———— b ron mus 
i b7C per FBI 
b7E FBI 
Declassi X1 
(U^ Administrative: ` (SDEXET) Reference is made to Serial 5 Is) 
`É 





bl per FBI, DOE 
b3 per FBI 
b7E per FBI 


sE RN 


CLASSIFIED BY. KHSICC js b6 Per FBI 


ALL INFORMATION CONTAINED REASON: 14 te: b7C 
HEREIN IS UNCLASSIEIED EXCEPT DECLASSIFY ON 10-31-0000 å 
WHERE SHOW CIHERWISE DATE. 09-25-2016 U 

















å N e $ 


P SECREF/NOFORN 


To: Albuquerque From: Albuquerque b7E per FBI 
(U Re: (sEPRET) [ 01/14/2005 





bl per FBI, DOE 
b3 per FBI 
b6 per FBI 
b7C per FBI 
b7E per FBI 











pis e 
BECRER/NOFOEN 


que From: Albuquerque 





Leads: 
At Albuquerque, New Mexico. 


1. Read and Clear. 


01/14/2005 


b7E per FBI 
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(AQ)(FBI) | 
""— VO) FBN Pinse 


Sent: —Wednesday, April 20, 2005 4:51 PM b7C 
To: AQ) (FBI) 
Cc: ( AQ) (FBI) 


Subject: check 


UNCLASSIFIED 
NON-RECO 


H[ |] 


e run a Bureau-wide search on the following individual to see if he currently is or has been a 





bl per FBI 
b3 
b6 
b7C 
Thanks for your help, 
UNCLASSIFIED 
ALL INFORMATION CONTAINED 
HEREIM 13 UNCLASSIFIED EXCERPT 
WHERE SHOWH DTRERWISE 
b6 Per FBI 
DATE: 05-29-2012 b7C 
CLASSIFIED Br 
REASON: 1.4 T] = per FRI 


DECLASSIEY ON; 05-29-2037 





b7E per FBI 
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RY 


14 


4/20/2005 





e Can we get together either here or at the lab = I have a couple questions abou 
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[lao 


From: [ aayrey ra 


Sent: — Wednesday, April 20, 2005 4:42 PM 
T: | poc 
Subject: cryptome 





UNCL IFIED 
NON-REC 


mm 





that | need your help with. 


Thanks, bl per FBI 


[ ] pe 
bé 
b7C 
UNCDASSIFIED 


ALL INFORMATION CONTIAINES 
BEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN CTRERWISE 


DATE. 05-29-2012 


CLASSIFIED 4 ] b6 Per FBI 


REASON: 1.4 {ci b7C 
DEGLASSIEY QNS 08-28-2037 

















SESRET V^ ó 


4/20/2005 b7E per FBI 


Message e 
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ALL INFORMATION CONTAILNEZ 
HEREIN (5 UNCLASSIFIED 


DATE 05-21-2012 BY JJ 





From: [ Jage) 
Sent: Thursday, April 21, 2005 8:21 AM 


To: [Aarre 


Subject: InfraGard 


UNCLASSIFIED 
NON-RECORD 


name and/or SSN). 


Regards, 


| 


UNCLASSIFIED 


4/21/2005 


bé per FBI 


b7C 


is not a member of InfraGard (at least not under this 


b6 per FBI 
b7C 


å -|b 


b7E per FBI 
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FEDERAL BUREAU OF INVESTIGATION 


S26RET 





Precedence: PRIORITY Date: 06/02/2005 
To: Albuquerque Attn: SSA 
SA 
Cyber Attn: bé per FBI 
Counterterrorism Attn: b7C 
Laboratory b7E 
New York Attn: SA 
International Operations Attn: 
From: —] 
e 
Approved By: b6 per FBI 
b7C 


b7E 
came mn | — — ]^ vending 


oa 5 CRYPTOME 


{5} Lod S ynopsis: en pi SEEN Request a for information from the 


U)—Referencer PÅ [ Serial 18 


(serial 18 of this 
captioned subject. 





bl per FBI 
Deriv r < G-3 b3 
Declassify : X1 b7D 

b7E 


Enclosed for Albuquerque is the original note bi per FBI 
file), requesting information concerning the > 
D 





BESREL 


ALL INFORMATION CONIAINES CLASSIFIED BY- Naco [ | 
HEREIN IS UNCLASSIFIED EX EFI REASON. 114 iB C DD 
WHERE SHONN OTHERWISE DEC ASS Tv GH. 12-31-2050 

DATE: 09-26-2016 





b6 per FBI 
b7C 








E 
# SECRET 


To: Alb : 
De Re i a Te J 06/02/2005 b7D per FBI 


b7E 





; bl per FBI 
End of translation. b3 
b6 
b7C 
b7D 





i e $ 
v BERET 


To: lbuquerque From: 
more | 0870/2008 bTD per FBI 


b7E 


LEAD (s): 
Set Lead 1: (Action) 
ALBUQUERQUE 
AT ALBUQUERQUE, NEW MEXICO 
B. | PÅ Will prepare an LHM to address the request of the bl per FBI 
mea Will coordinate with Cyber and Counterterrorism for b3 
authority to disseminate a b7D 
Set Lead 2: (Action) 
CYBER 
AT WASHINGTON, D.C. 


Jr BÉ Will coordinate with Albuquerque to authorize any 
— disseminated to 


Set Lead 3: (Action) 
COUNTERTERRORISM b7D per FBI 


AT WASHINGTON, D.C. 





To eee lee RS Will coordinate with Albuquerque and Cyber as 
appropriate to authorize any information disseminated to 


Set Lead 4: (Info) 
NEW YORK 
AT NEW YORK, NEW YORK 
(u) For information. 
Set Lead 5: (Info) 
LABORATORY 


AT QUANTICO, VA 


(U) For information. 


SRT 


3 





É å i 


g ` BERET. 
To: Albuquerque From: ms 
IT} Res ) DI 06/02/2005 b7D per FBI 


b7E 


Set Lead 6: (Info) 


INTERNATIONAL OPERATIONS 





AT WASHINGTON, D.C. 


(U) For information. 














ili @ o 9 


---- Working Copy ---- 


Precedence: ROUTINE Date: 07/07/2005 
To: Albuquerque Attn: SSA 
Cyber Attn: SSA 
3 A 
Counterterrorism Attn: 
International Operations Attn: SSA 
New York Attn: SA 


Attn: Legat 


From: New York 


contact: sal o 
Approved By:[ |] 


M case De: BC] (ending 


{U}--Title:— )  CRYPTOME 
17) Synopsis: XS Cover lead set b and provide historical 
^' information on CRYPTOME.ORG website. 


in PS Sep Nr iy G-3 
Declassify £ X1 


{TW} Reference: - 


- ABI 


Administrative: (U) Reference telcall and e-mail between SSA 
and telcall with SA 










(U) Details 


Tm E = is known to the law enforcement community for 





eee SL vas interviewed by the writer A] 
ith regards to 


At that time and was not cooperative w 


Case ID : Serial : 21 
80 

DECLASSIFIES BY 

DH 08-82-2012 [ | 


1 


bé per FBI 
b7C 
b7D 
b7E 


b6 per FBI 
b"7C 
b7E 


b6 per FBI 
b7C 
b7D 


b7E per FBI 


bé per FBI 
b7C 


b6 per FBI 
b7C 


b7E per FBI 


b6 Per FBI 





---- Working Copy ---- 





IU During the interview, TT] 





y bed  Tøtated that he will] 


if there is a 





et Ï New York Office is willing to assist 








there is a specific need. 


VIG As in the past, it is suspected that any contact 
with the FBI or other government agency will BE) 


LEAD (s): 
Set Lead 1: (Discretionary) 
ALBUQUERQUE 
AT ALBUQUERQUE, NEW MEXICO 


(U) Notify NYO if additional investigation 
or assistance is necessary. 


Set Lead 2: (Info) 
CYBER 
AT WASHINGTON, D.C. 
(U) Read and clear. 


Set Lead 3: (Info) 


C 
E 


Page 2 


b6 per FBI 
b"7C 





b6 per FBI 
b7C 


b6 per FBI 
b7C 


b7D per FBI 





` á ` j & 


---- Working Copy ---- Page 3 
-— I b7D per FBI 


(U) Read and clear. 


| 
f 


(Rev. 01-31-2003) 





eryp2ec.wpd : E 
FEDERAL BUREAU OF INVESTIGATION 
Precedence: ROUTINE Date: 07/14/2005 
To: Cyber Attn: 
Counterterrorism Attn: b6 per FBI 
International Operations Attn: b7C 
b7D 
New York. Attn: b7E 
Attn: 


From: At puguergue 


Contact: S l] 
Drafted By: \ se ES 
meses] temia 


(U) Title: X CRYPTOME 


Synopsis: (U) Lead covered. D. 
: i bl per FBI, DOE 
Declassify : 25-X1 b7C per FBI 
b7D per FBI 
(Ul reference: XI [_ serial 19 DIE per FBI 


1) Details: CSS Albuquerque has no additional/information 
i available for dissemination 










Albuquerque's 


investigation is in its initia focus primarily on 


ca 


& Per FBIHQ, [jis to respond 
via LHM and advise that information about as been 
obtained through open sources and is available to e general bl per FBI 





public. b6 
b7C 
b7D 
FBI INFO. 

















CLASSIFIED DE Halle [ | SESRET 
REASQU. 1.4 (2 Ui 

DECLASSIFY UN: 12-31-2030 

DATE: 09-26 2016 
































b7E per FBI 


Es DR s 








e SECRET 0 
To: Cyber From: Albuquerque 
10)--- “Re: Da EE | 07/14/2005 b7E per FBI 


(U) Albuquerque considers lead in referenced serial 
covered. 


To: Cyber From: Albuquerque 


Re? 


LEAD (s): 
Set Lead 1: (Info) 
ALL RECEIVING OFFICES 


(U) Read and clear 


++ 





SECRET 


07/14/2005 





Å ecu a e 


$ (Rev. 01-31-2003) 


er 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 08/02/2005 


To: Albuquerque Attn: sap | 


From: Cyber 







b7C 


Approved By b7E 

i Y 
Drafted By: cb 25 
Case zn #: Ye] (pending) 
Title ef CRYPTOME 
Synopsis: (U) Timeline of the case. 

AT} JÁ Derived From : -3 
Declassif 25-X1 
Details: (U) Attached is a timeline of the case history 
within the Automated Case Support up through August 2, 2005. 
sadder n per FBI 
b7C 


BECLASSIFIED BY sos22[ |] 
ON 05-29-2012 
































Timeline of Interest in Cryptome in ACS as of August 2, 2005 


bl per FBI 
b3 

b6 

b7C 

b7D 





CLASSIFIED BY: NSICG po] 
REASON: 1.4 (B.C.D) ALL INFORMATION CONTAINED 


DECLASSIFY CN: 12-31-2030 BERE IN IS UNCLASSIFIED EXCEPT 
DATE: 09-26-2016 WHERE SHUONH CIBERNIGE 















































































































































Timeline of Interest in Cryptome in ACS as of August 2, 2005 





bl per FBI 
b3 

b6 

b7C 

b7D 











































































































Timeline of Interest in Cryptome in ACS as of August 2, 2005 


bl per FBI 



























































Timeline of Interest in Cryptome in ACS as of August 2, 2005 














a 
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Timeline of Interest in Cryptome in ACS as of August 2, 2005 


bl per FBI 
b3 
bé 
b7C 
b7D 
b7E 





e e e 


(Rev. 01-31-2003) 


S MR 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 10/05/2005 


From: Albuquerque 
b6 per FBI 


b7E 
il) —- Case-ID-4:— ai (Pending) LO 
N x 66F-AQ-C57441 - AVD 


(U-Title: Yé)  CRYPTOME 


SANDIA NATIONAL LABORATORIES 
AGENTS IN THE LAB INITIATIVE 


Synopsis: (U) To provide new information received from 
Sandia National Laboratories (SNL) regarding captioned matter. 


IS Derived Sj M a SCG #3, 10/01/1997 b1 per DOE, DOD 


Declassify On: MR b6 per FBI 
b7C per FBI 
Enclosure(s): (U) Website printout dated 10/03/2005. b7E per FBI 





! SECREE/7MR 
SRL LHLT 














DECLASSIEIED BY. NSICO b6 Per FBI 
OM 09-26-2016 b7C 








To: Albuquerque From: Albuquerque 
Res X ng 10/05/2005 DIE për FRE 





bi per DOE 
b6 per FBI 
b7C per FBI 


+ 


SE R 





| | & a ec LIO, wird 
T (Rev. 01-31-2003) 
BRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 11/22/2005 
To: Cyber Attn: 
Counterterrorism Attn: 
International Operations Attn: b6 per FBI 
b7C 
New York Attn: b7D 
Attn: b7E 


From: Albuquerque 
Contact: SA 
approved By |] ve per FRI 
b7C 


Drafted By: cblø b7E 


(U)-- Case” ID #: Å) (pending) 


(meres CIÓ CRYPTOME 







Synopsis: X To transmit enclosed Letterhead Memorand 
LHM) for díssemination to appropriate officials of the 






XX Derived + FBÍ SCG #3, October 1, 1997 
Declassi n: 


(B). ‘Reference: Ål Ei Si Serial 19 bl per FBI 
b3 
15)... Enclosure B s): £% Enclosed for International Operations isa PD 
LHM for ae dissemination. b7E 


{IT Details: ` ($Ï The enclosed LHM has information about the 





cryptome.org that has been obtained 


7 : : : 
through open sources. Albuquerque's investigation is on b6 per FBI 
b7C 
so there is no b7E 


additional information to disseminate. 


(U) Albuquerque considers lead in referenced serial 


E 


covered. 


CLASSIFIED BY. HSICC | || 
BRASCHI. 1.4 HB, Uj 
DEL LAGS TEN QU: 12-51-2030 


ATE: 09-26-2016 


ALL INFORMATION CONTAINED 
HEREIN Is UNCLASS D EXCEPT b7E per FBI 


WHERE SHONH OTHERMNIS 
zn" 
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To: Cyber From: Albuquerque 
Re D LD J 11/22/2005 b7E per FBI 





LEAD (s): 
Set Lead 1: (Info) 
CYBER 


AT WASHINGTON, D.C. 





(U) Information in the enclosed Letterhead 
Memorandum is from open sources and is unclassified. 
Set Lead 2: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, D.C. 





(U) Information in the enclosed Letterhead 
Memorandum is from open sources and is unclassified. 
Set Lead 3: (Info) 

NEW YORK 


AT NEW YORK, NEW YORK 





(U) Read and clear. 
Set Lead 4: (Action) 
INTERNATIONAL OPERATIONS 


AT WASHINGTON, D.C. 


bl per FBI 
EE (IA P di ies espe Ll b3 
b7D 





+ 











LUN anc 


b7D per FBI 
U.S. Department of Justice 


Federal Bureau of Investigation 





In Reply, Please Refer to Albuquerque, New Mexico 87107 
File No. November 22, 2005 
CRYPTOME 


The i focus of Albuquerque's investigation is 







b7E per FBI 


Public source information on 
cryptome.org follows: 


b6 per FBI 
b7C 


ALL INFORMATION CONTAINED 
HEREIN [5 UNCLASSIFIED 


b6 


b7C 
This document contains neither recommendations nor conclusions of the FBI. It is the property or the FBI 


and is loaned to your agency; it and its contents are not to be distributed outside your agency. 





> 9 9 
E 


SESREL 
---- Working Copy ---- Page 1 
Precedence: ROUTINE Date: 11/30/2005 
To: Albuquerque Attn: 
SA 
Counterterrorism Attn: 
International Operations Attn: SSA 
FOS b6 per FBI 
b7C 


From: was b7D 


VR ha 
m esec nm [TJ (Pending) DE por FBI 


mo Title:...[9j. CRYPTOME 





WjSynepsis: Qe - To request Albuquerque to scovisel___ Lutnesty 
 .to pass information or an UNCLASSIFIED LHM for passage to the bi 
T per FBI 
15) ‘ampa sapa fon ap sapa semana ee b7D 
PX DENE at G-3 
Decla fy : X1 






(UI Reference: TUE cr alt Serial 22 DIE per FBI 
ll PS Serial 21 
iw 





















































bi per FBI 
b7D 
(U) Legat [  |appreciates Albuquerque's continued b7D per FBI 
support. 
LEAD (s): CLASSIFIED HY NSICC 
b6 Per FBliwason: 1.4 ID) 
Set Lead 1: (Action) b7C DECLASSIFY ON 12-31-2030 
E DATE. 09-26-2016 
ALBUQUERQUE ALL INFORMATION CONTAIN 
HEREIN IS UNCLARS D EXCEP 
AT ALBUQUERQUE, NM WHERE SHOMI OTHERWISE 


{Jef Provide an Unclassified LHM or obtain[ | 


Case ID:[ ==] Serial : 29 b7E per FBI 


på ó e 


---- Working Copy ---- Page 2 
18. authority for sud formation contained in serials 21 and 22 for 
' passage to the 
å > i bl per FBI 
Set Lead 2: (Action) b7D 


ALL RECEIVING OFFICES 


(U) Read and clear. 











i e -— e 
T T 


---- Working Copy ---- Page 1 
Precedence: ROUTINE Date: 11/30/2005 
To: 1] | Attn: LEGAT 
SSA 
Counterterrorism Attn: b6 per FBI 
SSA b7C 
IA b7D 
b7E 
Albuquerque Attn: 
SSA 
SA 
From: Counterterrorism 
Contact: 
Approved By: b6 per FBI 
b7C 
b7E 


Drafted By: [mer 


Case ID +: (U) (Pending) b3 per FBI 
(U) (Pending) b7E 
(U) (Pending) - 
(MV Title: E CRYPTOME 
(U) 
(U) 


Synopsis: Counterterrorism Division is providing an 
unclassified, non-FISA-derived tearline relating to a presumed 





x Derive m+ FBI SCG G-3 
Declassi Om 11/17/2030 
(WU Reference: YR [| Serial 19 u aoe 


17) Administrative: sam x Pursuant to the Attorney General 


























Case ID : Serial : 30 b3 per FBI 
b7E 

ALL INFORMATION CONTLINES SPORET CLASS D a8 Nele I] b6 Per FBI 
HEREIN 15 UNCLASSIFIED EXCEPT REASOM: 1.4 (8 C b7C 


DATE. 09-26-2616 


éin $ iso e 


---- Working Copy ---- 


Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (AGG), Part VII.B.6.A., the 
dissemination of the enclosed information is in the interest 
of national security of the United States. The information is 
relevant to the recipient's authorized responsibilities, its 
dissemination is consistent with the national security 
interests of the United States, and the FBI has considered the 
effect such dissemination may reasonably be expected to have 
on any identifiable U.S. person. 





tearline information was gathered from open source 
reporting. 


FBIHQ, CTD authorizes the following tearline for 


appropriate dissemination to the host government services of 
for information. 


UNCLASSIFIED 


The primary focus of Albuquerque's investigation is 
er] | 


cryptome.org follows: 


UNCLASSIFIED 


(U) Points of contact at FBIHQ for this information are 
Supervisory Special Agent 
Intelligence Analyst 
Intelligence Analyst 





and 


Page 





2 
b7E 
bl per FBI 
.b3 
b7D 


b7E per FBI 


b6 per FBI 
b7C 


b6 per FBI 
b"7C 





d "attached id t earline a to E t Bee areca 


| | 
y 

« 

i Gers 


---- Working Copy ---- 


LEAD (s): 


Set Lead 1: (Action) 


ef —À 


Set Lead 2: (Action) 


Re —3À 






ed to disseminate the 
Legat is also requested 
to obtain any further information available regarding the 
captioned matter. 





Set Lead 3: (Info) 


COUNTERTERRORISM 
AT 
(U) ead and clear. 


Set Lead 4: (Info) 


ALBUQUERQUE 
AT ALBUQUERQUE, NM 
(U) Read and clear. 


Page 3 


b7D per FBI 





bl per FBI 
b3 
b7E 


b7D per FBI 


bl per FBI 
b3 
b7D 


b7E per FBI 





ERE 


---- Working Copy ---- 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is 


loaned to your agency; it and its contents are not to be distributed outside your agency. 


D-35 20 December 2005 


SUBJECT: CRYPTOME 


cone To 





Public source 








information on cryptome.org is as follows: 


We appreciate your continued cooperation. 
på 


1 = 
354hdm01.nte 


ALL INFORMATION CONTAINED 


HEREIN 15 UNCLASSIFIED EXCEPT DECLASSIEY ON: 12-81-2080 


HHERE SHOWN OIBEBNISE 


Case ID | À Serial : 31 


Page 1 


bl per FBI 
b7E 


b6 per FBI 
b7C 


b7D per FBI 
b7E 


CLASSIFIED BY. NSICC [ | b6 
REASON 1.4 aD b7C 
DATE: 09-26-2016 


b7E per FBI 








$ | | D e 
FD-542 (Rev. 01-31-2003) 
SECRETZ/MR 


FEDERAL BUREAU OF INVESTIGATION 


| To: Albuquerque 


From: Albuquerque 


— sa] 
| Approved By: L | 

patei sys [ 7 | 
i} Case-ID Hi: A [ OO 7 (Pending)N | 


Ul Title: PÅ) CRYPTOME 





Synopsis: (U) Statistical accomplishment for information 
provided by Sandia National Laboratories. 


um dg Derived ar er SCG $3, 10/01/1997 
Declassi On: 1/17/2031 


Details: (U) An EC to captioned file dated 01/17/2006, 
documents information provided b 


DECLASSIFIED BY I] SEC /MR 


SH 05-29-2012 





Precedence: ROUTINE Date: 01/17/2006 


b6 per FBI 
b7C 
b7E 





b3 per DOE 


b6 Per FBI 
b7C 








A | 
e sas o 


To: Albuquerque From: Albuquerque 
Re: Li ] 01/17/2006 b7E per FBI 


Accomplishment Information: 


Number ; 
Type: 
ITU: 








Claimed By: 
SSN: b6 per FBI 
Name : b7C 
b7E 


+ 


SECRETAZMR 





vp b7E per FBI 
x 9 0 


» (Rev. 01-31-2003) 


SECRET//MR 
FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/17/2006 


To: Albuquerque 


From: Albuquerque 
b6 FBI 
approved sy: [TO me 
b7E 


(U> Case ID #: PEC E (Pending) B3 





IN) Titler (Á CRYPTOME l A 
Synopsis: (U) To refer updated information regarding CL 


captioned matter. 


mo Derived From + SCG #3, 10/01/1997 
Declassify On: 0 7/2031 


Enclosure(s): (U) Internet printouts dated 01/05/2006. 


bl per DOE 
b6 per FBI 
b7C per FBI 


go em 4 


A MORA TIN ONLY bé per FBI 


DECLASSIFIED BY. HSICC I] el b7C 
ON 09-26-2016 


4/11/06 


























$ 


SECRET//MR_ 


To: Albuquerque From: Albuquerque 
Reef BY reser 01/17/2006 


LEAD (s): 
Set Lead 1: (Info) 
ALBUQUERQUE 
AT ALBUQUERQUE, NM 


(U) sal |] For information. 


+ 


SE MR 


b7E per FBI 





b6 per FBI 
b7C 





A 


[^ e 9 
Bron 


U.S. Department of Justice 


Federal Bureau of Investigation 





In.Bepiy, Please Bateria Albuquerque, New Mexico 87107 
File No. May 10, 2006 
CRYPTOME 


ANNUAL LETTERHEAD MEMORANDUM 


Office of Origin: (U) Albuquerque 





bl per DOE 














DECLASSIFIED Bv. HSICG [ e] 


ON 09-26-2016 b7E per FBI 
S „u 


This document contains neither recomm tions-hor tonchi ions of the FBI. It is the property ob7C : FBI 
and is loaned to your agency; it and its Görikehts rage not tolpe distributed outside your agency. 
` b L ame 4 


a xL 



















SECRET 


CRYPTOME 
ANNUAL LETTERHEAD MEMORANDUM 


(U) Deriv rom” G-3 
Declassify : 05/10/2031 


ie cive: ` Jd Pending the outcome of the meeting, 
A Tbaquergqué will pursue any logical leads that are developed. 




















(Rev. 01-3 





FBI INFORMATION ONLY 


case DB] Pending) 


..Enelosure(s): ARA 


1-2003) 
SECRET 
FEDERAL BUREAU OF INVESTIGATION 
Precedence: ROUTINE Date: 05/11/2006 
To: Cyber 


Counterintelligence 


From: Albuquerque 


approved — 
Drafted By: [— —  — deis £ 40 / 
m 


Title: W) CRYPTOME 


psp Di To advise Cyber and Counterintelligence 
Division (CD) of status of case. 


D X Derive& From”: G-3 
Declassi On: 05/11/2031 


Enclosed for CD is the Letter Head 
Memorandum (LHM) detailing an annual summary on the captioned 
case. 














DECLASSIFIED Be Mal- I] 
ON 09-26-2016 














b6 per FBI 
b7C 
b7E 


b7E per FBI 


bl per DOE 


1) 


bl per DOE 


b7E per FBI 
b6 


b7C I 


_ H 


` @ 0 
SESRET 
To: er From: uerque 
ID Ret (A 05/11/2006 
ASSET COVERAGE: 
nn RG No asset reporting has been utilized in this 


ANTICIPATED INVESTIGATION: 


++ 





(8) 





b/E per FBI 


bl per DOE 


bl per DOE 








(Rev. 01-31-2003) 
absent.wpd 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 06/06/2006 
To: Albuquerque 


From: Albuquerque 










Contact: SA 
b6 per FBI 
b7C 


b7E 


prasted sy: | jer 
case ID #:[  ] (Pending) DIE per FBI 


Title: UNSUB(S); 
UNCLASSIFIED GOVERNMENT NETWORK - VICTIM 
CYBER INTRUSION 


Synopsis: Update file on case status. 


Details: rpose of this EC is to document case status to 
all of SA files. b6 per FBI 
b7C 


For a period of nineteen workdays, from 05/22/2006 
to 06/19/2006, SAL Jwill be out of the office for 
training and annual leave a total of thirteen of those days. 


No significant investigation during noted period 


will be conducted. A copy of this communication shall be 
forwarded to all files. à 


b7E per FBI 


-57 


++ 


ALL INFORMATION CONTAINED 
HEREIN I3 UNCLASOITCIERN 


RIT 
B6 per FBI 


E AER 














X 


@ `` ® 


b6 per FBI 
(Rev. 01-31-2003) SAFILES[____ec719.wpd a 


b7C 
SECRET /NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/21/2006 
a và, 
To: Albuquerque cts A 
From: Albuquerque 
b6 per FBI 
Contact: b7c 
b7E 


Approved By 


Drafted By: | Jed 80 
U casem DAR DL] (Pending) — 393 b7E per FBI 


1U)-— Title:  (B/NE) CRYPTOME 


Synopsis: (U) To document conversation with Sandia National 
Laboratories (SNL) Counterintelligence Analyst and enter 
information into the file obtained from the internet. 


im EN: (SANE) Derived F å G-3 
Declassi ne 07/21/2006 


Enclosure (s): U Information obtained from and about 


b7E Per FBI 





48) 
bi per DOE 
(U) The writer had viewed the news article må |] b6 per FBI 
[ ]reported that all information he had in his article was b7C 


from public sources and a book he was able to check out of a 
library that was identified as being for government use. 


b7E per FBI 
FBI INFORMATION ONLY 


DECLASSIFIED BY: NS — | 3% b6 | 
ON 09-26-2016 b7C 




















SS no 





) 


LS 
— 09 s Wee Nao 
e = e 


SECRET /NOPORN 


To: lbuque : buquerque 
Hi Re: (SAP) 07/21/2006 b7E per FBI 


bé per FBI 
b7C 
b7E 


Ñ 


(U) The web site www.cryptome.org has specifically 
posted that anyone downloading excessive amounts of data will 
be locked out of the site. There is a link from cryptome.org 
to www.eyeball-series.org. This site is basically an 


extension of the information contained on the cryptome site. 








b7E per FBI 





(U) 














SESRET/NOFORN 


To: Albuquerque From: Albuquerque 
WD re: (Sak) 


07/21/200% b7E per FBI 





b7E per FBI 








** 








os 8 e 


(Rev. 01-31-2003) SAFILES ec721.wpd 
FEDERAL BUREAU. OF INVESTIGATION 
Date: 07/21/2006 


Precedence: ROUTINE 


To: Albuquerque 


From: Albuquerque | 

Approved By: 

Drafted By: [ Jejo GO 
I case rp #: AE |] (ending) “ EK 
ÍU] > Titles (BAK) CRYPTOME 


il) Synopsis: (3) = To record meeting of writer and members of 
| Air Force Office of Special Investigations (AFOSI). 





Deriv rom G-3 
Declassi 3 


07/21/2031 





discuss the 
: _ and to 
provide limited information as to why the FBI was interested 
in the facility based upon the above referenced case. 















bé per FBI 
b7C 





b6 per FBI 
b7C 
b7E 


b7E per FBI 


bl per AFOSI 


b7E per FBI 


bl per FBI 
b3 


bl per DOE, AFOSI 


b6 per AFOSI 


b7C per AFOSI 





EH NO <> 

















BESSON 1.4 IU: 
CLASSIFY DI: 12-31-2031 
ATE: 09-26-2016 
































ero pog AN 
CLASSIFIED BY: NSICC [ l] BE” R bé Per FBI 
b7C 


b7E per FBI 


e 4... 











SESRET/NOFORN 


iquerque From: Albuquérgue ' 
T {_— ]07/21/2006 b7E per FBI 








2 bl per FBI, DOE, DOD, AFOSI 
b3 per DOD 
b6 per AFOSI 
b7C per AFOSI 





E 


SEGRET/NGEORN 








+ 









To: buguerque From: Albuquerque 
re: (te) LT 07/24/7006 ^ 


b7E per FBI 





bl per AFOSI, DOE, DOD 
b3 per DOD 

b6 per AFOSI 

b7C per AFOSI 


(Rev. 01-31°2003) 


À 


+ 


Di que 
< 


SESRUT /NOFORN- 





saFILESL  Jec091906.wpd b6 per FBI 
b7C 


FEDERAL. BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: 


From: 


Albuguergue 


Albuquerque 


Date: 09/19/2006 





ES bé per FBI 
Approved By vies 
prastea Bf” [eso £02 > 
IT} case ID #: (WF) ma (Pending) —° Y HIE pes FBI 


L'ha Title: ` (SAMÉÍCRYPTOME 


mm Synopsis: ~ 


( ) To update case file of meeting with Air 


Force Office of Special Investigation (AFOSI). 


Deri 
Declassi 


: G-3 
“yo 09/19/2031 bl per AFOSI 








EBI 
CLASS 








INFO. 














JED Br. NS 

















REASÙN: 1.4 (C; 
DEL LASSIE CH. 12-31 2551 


DATE. 


03-26-2016 


< _] 


bé Per FBI 


b7C 
b7E per FBI 


_ Pm 












“ To: Albuquerque From: Albuquerque 
i Re: (0) [1] 09/19/2006 b7E per FBI 


— — x deme. 
oO «tr y 
p 





++ bl per FBI, AFOSI 
b3 per FBI 


BEGRET/NOFORN 








FD-542 (Rey, 04-07-2006) m— 
= + b6 per FBI 
SECRE OFORN b7C 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 09/19/2006 


To: Albuquerque 


From: Albuquerque == 
— — 


Approved Byf 







b6 per FBI 
b7c 


ade NO 3 b7E 
IT) Case Ip #: (SA) [| (Pending) — Y b7E per FBI 


(UI Title:  (B/AXf) CRYPTOME 


Drafted By: 


ea To claim a statistical accomplishment for. 
t 





mu CRG Derive i 3 
> Declassi ni 9/19/2031 


|U) Details: ` (AÉ) On 09/13/2006, the writer along with several 
Special Agents and Intelligence Analysts from the Albuquerque 
Division actively participated in a an intelligence round 
table discussion concerning issues and procedures at 


emma 768) Attendees of the round table were cleared at 
the secret level and included Air Force Office of Special 
Investigations; Air Force Security Forces, 898th Munitions 
Squadron, Department of Ener Counterintelligence and the 


b7E Per FBI 





HU oT (SE) The writer gave a brief overview of the 
FIN web site and identified sister gites of concern. 


ur ces 


SECRE FORN 
bé Per FBI 


sar = b7C 


FT ï 
CH (59-29-2012 is 
b7E per FBI 








erque From: Albuquerque 
09/19/2006 








= | SECRE FORN 


BTE per FBI 





b6 per FBI 
b7C 
b7E 


(Rev. 01-31-2003) 0... à De pes FBI 


FEDERAL BUREAU OF INVESTIGATION 


è 


J 


Precedence: ROUTINE Date: 12/22/2006 





To: Cyber 
Albuquerque 
bé per FBI 


b7C 
b7E 


From: Albuquerque 


case 4: 871 [| (pending) - 44 bE per FBI 





Derived Fra G-3 
Declassify. Oni— 12/22/2031 


bl per AFOSI 





(U)- Given the. information posted on Cryptome.org has 
been deemed to be public source information, the writer 
believes that there was no computer intrusion and is 
requesting this investigation be closed. 








FE MEURMATICH ONLY 


DECLASSIFIED PY NSICC ma " = y Per FBI 
ON 09-26-0016 e 
UY b7E per FBI 









































Ot To: Albuquerque From: Albuquerque 
mr Re: tsar |] 12/22/2006 






LEAD (s): 
Set Lead 1: (Action) 
CYBER 
AT WASHINGTON DC 


(U) "Read and clear. 


+ 


S 


b7E per FBI 


